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"We want to make
land border
crossings safer,
faster & more
efficient"

Welcome to the first issue of the
SMILE Action Newsletter!
This issue is reporting the activities & the work carried out
throughout the first twelve months of the Action lifespan.
We intend to publish our newsletter on a half-yearly
basis to keep you informed on SMILE's results, events,
news, and achievements. Enjoy!
The SMILE project is an H2020 Reseach and Innovation EU
funded Action on the topic "Towards reducing the cost of
technologies in land border security applications" and is part of
the Work Programme " Secure societies - Protecting freedom
and security of Europe and its citizens".
The project's duration is 36 months, from July 2017 to June 2020
and is coordinated by CERTH/ITI . The SMILE consortium consists
of two academic institutes, two research institutes, one major
digital security industry, five Small-medium Enterprises and four
Border control and Law Enforcement Agencies, from eight
European countries.
SMILE Action's overall aim is to help the border authorities to
successfully respond to the increased workload and the security
incidents while at the same time relieving them from all
unnecessary and costly efforts, to locate, acquire and use the
appropriate technologies.
To this end, we have envisaged a palette of low-cost
technological solutions that will make the land border
management less resource intensive, while in sync will
contribute to the travellers' convenience without sacrificing
security from unwanted entrants.

This project has received funding from the European Union’s Horizon 2020 Research and Innovation
Programme under grant agreement No 740931
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2. Introduction to SMILE
Action
Challenges

Our ambition

Worldwide, growing peoples' and goods'
mobility is more prominent than ever before. In
Europe, millions of EU and non-EU citizens cross
the borders daily for different purposes such as
employment, business and tourism.
However, the same borders designed for unwary
and convenient travel can also be utilised by
unwelcome visitors: terrorists, overstayers and
illegal immigrants often using falsified documents.
The magnitude of the task, carried out by border
authorities, is substantial - covering a significant
number of border crossing points, and millions of
individual vehicles, buses, and lorries.
Hence, the increasing number of
travellers at border crossing points,
raise
serious
concerns
about
human error in handling traveller’s
authorisation and authentication,
the economic viability of the
current system and its ability to
process the travel flows in a timely
manner.

A border crossing point that could provide an
easy-to-use system for both travelers and border
guards, based on the use of the biometrics we
already use in our everyday life through our
smartphones
A solution that exploits a blend of the best
existing technologies and innovations in the
areas of encryption and cloud computing,
which will together provide an unhindered flow
of people, strong border controls & improved
data privacy and security

"Security and efficiency
in
the
border
management can't be
separated. So we work
to keep 'em together"

Concept & approach
The proposed SMILE system will be used for 1st line
authorisation, and will use the concept of the
'pre-registration'. SMILE system will collect
information from national and international
databases and run a “risk analysis” on the
traveller(s).
If no threat is detected, the traveller(s) will be
allowed to go through the “fast-lane”, where a
final identification will be required A similar
approach will be applied to lorries (only for
border crossing). A special case is foreseen for
the buses where passengers will be treated as a
group instead of individuals.
The SMILE platform will also be able to suggest
the best arrival time based on expected traffic,
thus reducing waiting times

Our objectives
•
•
•
•
•
•
•

Provide efficient, hierarchical, on-the-move
security control;
Introduce mobile equipment for BCP checks;
A multimodal authentication system for BCP
cases, enhanced by soft biometrics;
Develop BCPs services that will enable
their
interconnection
in
an
interoperable and
secure way;
Provide legal guidelines that will be
considered for designing
of future
BCP- related
technologies;
Create a scalable and holistic paradigm for
secure travellers' data handling in a legal
and ethical way;
Demonstration, validation, and evaluation
of the SMILE BCP set-up in the the context of
a real BCP.

3.News & events
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SMILE plenary meetings

SMILE pilot sites visits

During this first
year,
SMILE's
partnership held
three
plenary
meetings
in
B u c h a r e s t ,
Budapest,
and
Sofia in November 2017, March 2018 and June
2018 respectively.
The key issues discussed in these meetings,
apart
from
project's
updates
and
management issues, were the development
of system architecture , as well as the
definition of the use cases and a further
deepening of user and system requirements.

On March 3rd and
April 12th, 2018,
SMILE
partners
visited
the
R o m a n i a n Hungarian border
crossing at Nădlac
and Bulgarian-Romanian land border in Ruse
respectively, thus achieving a critical milestone.
Through these visits, we have sought to: (i) collect
a wealth of information on border control
procedures in a relatively short period of time, (ii)
get familiar with the real operating conditions and
the dynamics of the borders and their evolution,
(iii) disclose the requirements of users to be able to
design our system in the most effective way; iv)
receive
feedback,
proposals
and
recommendations to address the challenges faced
by border guards

SMILE at FRONTEX events
SMILE participated in two major events
organised by FRONTEX; Industry day Biometrics on the move 2018 and FRONTEX
workshop on EU funded border security
research projects - 2018 on April 27 and June
14, 2018, respectively, in Warsaw, Poland.
Mr George Stavropoulos of CERTH presented
the
project's
ambitions,
targeting
the
development of an integrated solution for
border crossing points, as well as the SMILE
overall
architecture,
focusing
on
key
technologies upon which the SMILE project is
expected to build.
Discussions were also held with representatives
of other H2020 EU-funded projects, which
should lead to cooperation with them in
various fields.

SMILE at RISS 2018
SMILE paricipated at 1st
International Workshop
on
Research
&
Innovation for Secure
Societies - RISS 2018
coorganised by SPP,
Politehnica University
of Bucharest, and Military Technical Academy.
SMILE Action, represented by Mr Georgios
Stavropoulos of CERTH, had the opportunity to
reflect the most recent challenges at the
external European borders, the main aim of the
project and our actions toward its completion.

"Communication
delays
between various systems can
increase waiting times by a
lot.
The
“pre-registration”
application will improve this
point"

SMILE at Connect ID 2018
The SMILE was present at
Connect ID 2018 on April 30
2018, in Washington, D.C.
USA. Dr Székely Zoltán of the
Hungarian National Police
presented SMILE’s role to
facilitate regular migration
and cross-border travel across Schengen borders in
the session called “Smart mobile devices:
Empowering borders – Technical challenges and
Opportunities for Mobile ID”.

Upcoming Events
•
EAB Research Projects Conference – 2018
on September 24
•
5th International Conference on Information
Systems Security and Privacy, on February 23

4. Progress made
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User Requirements, Use Cases and Border Crossing Point
Architecture, Work Package

System

The work carried out in this work package is three-folded:
•
understand what the end users’ needs are, in other words what are the problems that need to
be addressed and solved;
•
view these user needs from a system perspective by crafting statements about what the system
does (system functional requirements) and how well it does it (system non-functional
requirements); and
•
define the system architecture by determining the system's main functional components along
with their interactions with each other or with any external entity.
The last two are more technical in nature as they are the two main inputs for the development team,
therefore it is important to stipulate this input as concise and coherent as possible leaving no room for
misinterpretations.
So far, the outcome of our work has led to a first
documentation of the BCP officer’s needs, a first
collection of functional and non-functional system
requirements and a first version of the SMILE's
conceptual architecture, where all the important
components are depicted.
Ahead of us awaits a new round of attaining new
requirements, refining existing ones and updating
the SMILE architecture, all of which will be
forwarded, again, as a renewed input to the
development team, aiming as such to have at the
end a system that satisfies the users' needs.
SMILE's system scope diagram
,

Legal and Ethical assessment on data privacy, Adaptive Ethics,
Standardization and Regulatory Activities, Work Package
The development of SMILE system, as border control tools, increases the tendency to collect, use and
process sensitive personal data (e.g., alphanumeric data, such as names and birth dates as well as
biometric data such as fingerprints) to optimise and monitor the flows of people at land borders. Such
a system raises serious privacy and data protection concerns. Currently, the NTNU team, the work
package lead beneficiary, is exploring and evaluating the legislative frameworks that govern and
regulate the processing of personal data within the European Union (EU).
With regard to the context of this work package the following have been completed:
•
Review of the legal basis for including biometric identifiers in the passports and travel documents
of EU nationals as well as the legal frameworks/Regulations for the creation and maintenance of
biometric information systems such as EURODAC, VIS, SIS II, the Europol Information System (EIS);
•
Investigation of European frameworks for personal data protection such as, Regulation (EU)
2016/679 (GDPR) and Directive (EU) 2016/680 with respect to the use of biometric data in border
control;
•
Evaluation of the legal frameworks for biometric use in border checks (e.g., Schengen Border
Code (SBC)) as well as the procedures and rules regarding border checks for EU/EEA/CH citizens
and third-country national;
•
The presentation of legal challenges and considerations of SMILE use case scenarios;
•
Review and examination of manual border check automation case.

5. Interviews
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Interview with User Requirement Analyst Mohamed Abomhara (NTNU)
The average person does not understand what the user requirements are. How can we define them and how
crucial are they to the designing of a system?
A simple definition would be “user requirements are a description of the SMILE needs for what users require,
want or desire from the system to do”. Everyone has an idea about how the system should be; stakeholders
have ideas, developers have ideas, but the actual needs of the user are found in the magic of elicitation
and analysis of user requirements. That's why defining user requirements is critical for system design. This is
because process of defining user requirements helps the development team to understand the needs of
stakeholders (i.e., all parties who have a legitimate interest in the system) and evolve their ideas into
requirements that will take SMILE solution into alignment with what delights end users (i.e., travelers and
border guards) and serves strategies of border control authorities.
What was the approach followed by the SMILE
action to successfully get these requirements?
To successfully define user requirements, it's not
enough to simply ask stakeholders what they want.
By leveraging requirements elicitation and analysis
approaches, we ensure that SMILE can come up
with

an

innovative

solution.

Therefore,

our

approach to gather and identify user requirements
consist of quantitative and qualitative approaches
including use cases scenarios and user stories
analysis, observation and field visits, end users

"Everyone has an idea about how
the
system
should
be;
stakeholders
have
ideas,
developers have ideas, but the
actual needs of the user are found
in the magic of elicitation and
analysis of user requirements"

interviews and surveys as well as analyse of borders
crossing/entering statistical data.
Which are the desirable preferences of the future land border crossing point?
As a result of our observation and field visits to border crossing points as well as to our interviews with border
police representatives, a desirable preferences of a future land border crossing point is an automated
information system which, first, help border guards to reduce border checks delays by speeding up the
checking process and facilitate the overall process to reduce the waiting time at the land border. Second,
improving the quality of border checks by reducing possible inconsistencies between different information
systems such as Schengen Information System (SIS), Visa Information System (VIs) Interpol’s database on stolen
and lost travel documents (SLTD), and the national databases. Last but not least, an automated information
system which strengthen border security and fight against forged travel documents, illegal immigration and
terrorism, among others.
Are user requirements a static thing, and how do you plan to manage any evolution of the requirements?
We manage any evolution of the requirements by meeting/addressing the system requirements of
“flexibility, adaptability and scalability”. Flexibility and adaptability of SMILE to be implemented to meet
the needs of large number of varying scenarios and unforeseen events. Scalability, on the other hand, is
an important factor in SMILE, to define the capability of the system to handle a growing amount of work
and needs. During the phase of requirements analysis, we always keep a room for more functionalities to
be added in the system to address any future user needs.

5. Interviews
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Interview with Lieutenant Lénárd Zsákai of the Hungarian National Police
Which are the main Border Crossing Point problems that you face taking into consideration
their changing nature?
Hungary is situated at the eastern border of the European Union’s Schengen Area, therefore
a transit country for most of the traffic from the West Balkan and from the Middle East to West
Europe. Therefore, the country does not only face a serious pressure from illegal migration, but
also a significant amount of border crossings across its border gates. The traffic of the border
gates is multiple times higher than the total number of illegal migration attempts. In 2015, a
peak year for illegal migration acts, around 414,000 illegal border crossings were detected
,while total passenger flow was 42,225,872. As human resources are already stretched, there was a need for a
technological solution which can leverage performance of the current workstations.

Given your experience on many research programs in which you
participated in the past, do you think that emerging technologies/
techniques could help alleviate these problems?
Emerging security challenges appear very fast compared to the
trends of the 20th century(...). Research programs shall give prompt
answer to such phenomena, but this cannot be achieved without
direct involvement of end-user organizations into the research

"It is very important to have
a publicly trusted system,
that the administration is
not “blind” to the facts
known to the public"

activities.
Answering this challenge, the Hungarian National Police has established its Scientific Council and begin
participation in research activities in 2014. After gathering needs from operational units, a roadmap has been set
up with targeted research areas and funding opportunities.
The importance of the new technologies is unequivocal. Sooner or later the physical capacity of Border Crossing
Points will not be enough for handling the growing number of people and vehicles. The challenge for bordercontrol authorities widely in Hungary and in EU-States is thus to become more effective and efficient whilst
maintaining the necessary quality standards
On the other hand, out of the millions who cross EU every year, only a few are serious security risks. Therefore, the
most difficult task at the border crossing points is the identification of the most likely tiny number of people who
represent serious security threats, based on risk assessed filtering policies, processes and skills which are accurate,
efficient and fair before and at border crossings.
Where does it stand on your priorities travellers’ convenience, and do you think it could be combined with secure
identity authentication/verification?
One of the main goals of the project is to design and implement a comprehensive system that adopts mobility
concepts and consists of a two-stage-procedure, designed to reduce cost and time spent per traveler at the BCP.
It addresses the better facilitation of thorough checking required for third country nationals who intend to cross EU
borders. It is very important to have a publicly trusted system, that the administration is not “blind” to the facts
known to the public. The research will not only focus on the technological advancements that SMILE will deliver,
but it will also consider the requirements and recommendations on users' and peoples' convenience.
What is your role in SMILE Action and how important is for HNP participating in this endeavor?
In SMILE Project, The Hungarian National Police is acting as an end-user, contribute with Statement of Needs, key
role in test scenario development and providing test sites. With other end-user partners, the we will deploy and
validate the proposed secure and reliable ecosystem in two use cases (Romania and Bulgaria), in which the
adaptation of SMILE framework to focused applications will be performed.
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Find out more & connect with us!
http://smile-h2020.eu
twitter.com/smile_h2020
Linkedin.com/company/smile-smart-mobility-at-theeuropean-land-borders/

...and don't forget to subscribe!

Contacts
Project Cordinator
Dr Dimitrios Tzovaras
Information Technologies Institute
Centre of Research & Technology - Hellas
6th km Harilaou - Thermi, 57001, Greece Thessaloniki, Greece
Dissemination & Communication Manager
John Avramidis
EULAMBIA Advanced Technologies Ltd, Athens , Greece

Email hello@smile-h2020.eu

The SMILE Action consortium
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